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1 Introduction

Governments around the world are increasingly considering the replacement of traditional
paper-based voting schemes with electronic voting systems. A particular form of such e-
voting systems are those which allow voters to cast their ballots over the internet, so-called
remote e-voting (or i-voting) systems.! In the last few years, several legally binding remote
e-voting pilots have been conducted in various countries [10; 35], but most of them were
restricted to communal or regional elections. The Swiss pilots in the cantons of Geneva,
Neuchatel, and Zirich are considered to be among the most advanced projects world-
wide [9]. Despite the pioneering role of the Swiss e-voting projects, the first nationwide
parliamentary elections took place in Estonia in February 2007 [38].

The idea of introducing electronic means into the electoral process has generated a lively
debate, in which e-voting is called both a chance and a danger for democracy. The hope of
e-voting enthusiasts includes the possibility of positive effects such as higher voter partic-
ipation, improved pre-electoral opinion formation, or increased cost-effectiveness, whereas
the fears of sceptics are mostly tied to security concerns and the resulting possibility of
large-scaled frauds. The legitimacy of such security concerns has been demonstrated by
the negative e-voting experience in the Netherlands, where all nationwide e-voting activ-
ities have been stopped in 2007 after the vulnerability of the deployed system has been
exposed in public [37]. More recently, a group of some of the world’s most leading IT
security experts has issued a statement warning that e-voting can not be verifiably accu-
rate until “serious, potentially insurmountable technical challenges” are overcome.? The
statement includes a list of technical challenges and the following general recommendation:

[...] “pilot studies of internet voting in government elections should be avoided,
because the apparent success of such a study absolutely can not show the absence
of problems that, by their nature, may go undetected.”

From the perspective of this statements, and as the negative experience in the Netherlands
has proved, it is crucial for an e-voting system to meet the highest security criteria before
being introduced in practice.

2 Security Requirements

For an e-voting system to be secure, it has to function without vulnerabilities in potentially
insecure environments such as the internet. For this, it has to be implemented according
to a secure design. Despite the complexity of designing and implementing such a system,
some criteria seem to be unanimously accepted as the core security requirements for e-
voting [18; 43]:

Accuracy: A systems is accurate if casted votes can not be altered, validated votes can
not be eliminated from the final tally, and invalid votes are not counted in the final
tally.

'In this paper, we use the general term e-voting in a very restricted sense for remote e-voting over the
internet.
2See http://verifiedvoting.org/downloads/Internet VotingStatement.pdf
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Democracy: A system is democratic if only authorized voters can vote and eligible voters
can only vote once.

Privacy: A system is private if no casted ballot can be linked to its voter (anonymity),
neither by election authorities nor anyone else, and no voter can prove that he or
she voted in a particular way (receipt-freeness).

Verifiability: A system is individually verifiable if voters can independently verify that
their own votes have been counted correctly in the final tally. A system is univer-
sally verifiable, if voters can independently verify that all validated votes have been
counted correctly in the final tally.

Fairness: A system is fair if no early results can be obtained before the voting period
ends.

The literature on e-voting technologies offers various protocols to establish these core
requirements (see Subsection 3.1). In the following, we will thus refer to them as protocol
requirements. Note that some protocol requirements seem to be inherently contradictory,
e.g. individual verifiability seems to be incompatible with receipt-freeness.

Further requirements, which address general security properties of an implemented system,
are less specific to e-voting but still crucial for introducing remote e-voting in practice.
Examples of such general system requirements are availability, reliability, accountability,
auditability, disclosability, or transparency [42]. Note again that some system requirements
seem to be in contradiction with some protocol requirements.

Apart from the above security criteria, there are some desirable properties such as con-
venience, flexibility, and mobility, which are influencing the efficiency and usability of an
e-voting system, and are thus indirectly affecting the security of the election [18]. However,
this paper will focus on the aforementioned protocol and system requirements. Further
requirements, which address political, administrative, or juridical questions (for a detailed
list of legal and operational standards as defined by the EU, see [16] or [59]), are also very
important for introducing e-voting in practice, but the content of this paper is restricted
to technical aspects of the problem.

3 Research on E-Voting Technologies

Research on remote e-voting has many forms and different facets. Roughly speaking, it
is based on two pillars, a technical and a methodological one, and involves two layers, a
theoretical and a practical one. The technical pillar includes basic techniques from areas
such as cryptography, protocol design, I'T and network security, or web technology, whereas
the methodological pillar consists of formal verification methods, security analysis schemes,
or attack models. The theoretical layer addresses questions related to the design and the
verification of voting protocols (to achieve the above-mentioned protocol requirements),
whereas the practical layer is devoted towards the implementation and analysis of concrete
systems (to achieve the above-mentioned system requirements). Note that the two layers
are intrinsically interwoven.



According to this general classification and as illustrated Fig. 1, research on e-voting tech-
nologies can be divided into the following four areas:

1. Design of e-voting protocols;

2. Verification of e-voting protocols;

3. Implementation of e-voting systems;

4. Analysis of e-voting systems.

In the remaining of this subsection, a short research survey is given for each these areas.
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Figure 1: Overview and classification of research in e-voting technologies.

3.1 Designing E-Voting Protocols

The design of a secure e-voting protocol usually involves several strong cryptographic
primitives. Besides the usual application of symmetric encryption to establish confiden-
tial channels, asymmetric encryption to exchange session keys, and digital signatures and
certificates to ensure the integrity and authenticity of the transmitted messages, there are
at least three specific design approaches for building e-voting protocols based on strong
cryptography: protocols based on blind signatures [22], anonymous channels [12], and
homomorphic encryption|7], respectively. The key ideas of those techniques are the fol-

lowing;:



Blind Signatures: The largest family of voting-oriented protocols is based on the concept
of a blind (digital) signature [13]. The idea is to apply a blinding function to a
message before sending it to a signing party. Based on a simple RSA-like scheme,
this can be done such that the blinding function can be inverted on the blinded
signature to finally obtain a regular RSA-based digital signature. At the end of this
process, in which the content of the message has been entirely disguised from the
signer, the signature is ordinarily verifiable using the signer’s public key.

Applying blind signatures to e-voting has first been proposed in [22]. In the sug-
gested protocol, the blind signature is used to detach a validated ballot from the
voter’s identity without requiring anonymous channels. Together with some other
cryptographic primitives, e.g. encryption or bit commitment, all protocol require-
ments except receipt-freeness (privacy) are guaranteed. A major drawback of the
protocol is is that voters needs to be active in at least two phases to ensure veri-
fiability and fairness, which restricts its usability intrinsically. To overcome these
drawbacks, many variations of this protocol have been suggested in the literature
[5; 44; 45; 49], and many prototype implementations have been realized (see Subsec-
tion 3.3). With slight modifications, it is still generally regarded as one of the best
voting protocols. It is simple, flexible, and efficient.

Anonymous Channels: Another large family of e-voting protocols are based on anonymous
channels [12; 20]. They allow messages to be sent anonymously, i.e. such that a re-
cipient can not trace the received messages back to the senders. The most prominent
technique for building anonymous channels are miznets [14] and onions [25]. They
are comprised of a collection of anonymization servers whose task is to shuffle a
given input sequence of encrypted messages. To ensure that mix-servers or onion
routers do not drop or substitute messages, it is necessary that the servers provide
proofs of correct operation. The resulting anonymous channel is then called verifi-
able. Although most existing verifiable anonymous channels are relatively inefficient,
progress has been reported recently [23; 41].

Similarly to blind signatures, anonymous channels are often used as cryptographic
primitives to provide anonymity in e-voting protocols [41; 48] and implementations
thereof (see Subsection 3.3). Some of them satisfy almost all protocol requirements,
but guaranteeing receipt-freeness together with verifiability is again very challenging
[36].

Homomorphic Encryption: A third category of e-voting protocols is based on what is
known as homomorphic encryption [7]. The idea here is to apply an arithmetic
operation, let’s say addition, to encrypted numbers without previously decrypting
them.? The resulting encrypted sum can then be revealed with a private decryption
key. Homomorphic encryption schemes ensure that individual numbers can not be
decrypted with the private decryption key only.

In a voting schemes based on homomorphic encryption, voters may openly authenti-
cate themselves to the voting servers. As no individual vote ever needs to be revealed,
there is no need for blind signatures or anonymous channels to ensure voter privacy.

3In abstract algebra, a function with such a structure-preserving property is called a homomorphism.



To prove the validity of each ballot in the voting stage, homomorphic schemes re-
quire computationally intensive zero-knowledge proofs. Another drawback is that
homomorphic approaches do not allow complex multi-candidate elections. Most of
them are restricted to simple yes/no votes which are easy to count. In the litera-
ture, various protcols are based on homomorphic encryption [17; 53], but only few
concrete implementations exist. Note that quite some research on receipt-freeness
had been conducted in this approach [29].

With respect to the suggested catalog of protocol (and system) requirements, each of the
above approaches has its own advantages and disadvantages. To overcome the disadvan-
tages of a given approach, some protocols try to mix elements of different approaches.
Note that the protocols of some concrete implementations do not fall into these categories
as they do not employ any of these voting-oriented strong cryptographic primitives (see
Subsection 3.3).

3.2 Verifying e-Voting Protocols

Verification of e-voting protocols is at a first glance not very different from protocol verifi-
cation in general. And there exist well-established protocol-verification techniques. Most
of these techniques and their implementation in verification tools are aiming to be fully au-
tomatic and therefore use finite-state verification techniques. These verification techniques
and tools include (just to name a few of the most important ones):

e SPIN and PROMELA,*
e SMV,>
e FDR.

The above mentioned verification tools are more or less general purpose verifiers. As
e-voting poses specific security challenges, some people tried to consider specific security-
focussed verification systems. The following approaches are worth mentioning:

e LySa-Calculus [43];

e IT-security models [26; 40], e.g. the Integrity Model [15] or Confidentiality Model
[6];
e BAN-Logic [11] (for authentication).

Having discussed automated verification approaches up to now, one should keep in mind
that the discussed techniques concentrate on the protocol aspects of verification; the proper
functioning of the involved cryptographic functions is simply assumed. This may not be
sufficient when dealing with e-voting protocols. Therefore it is worth mentioning here
that there exist semi-automatic approaches based on proof systems. Examples of such
interactive approaches are:

4See project web site at http://spinroot.com.
®See project web site at http://www.cs.cmu.edu/ modelcheck/smv.html.
6See project web site at http://www.fsel.com/software.html.
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e HOL/Isabelle,”
e PVS.3®

The benefit of also considering proof systems for the verification of e-voting protocols
allows to verify the cryptographic functions involved in the protocols in the context they
are applied in the protocol. This is important since the usage of secure cryptographic
functions in the context of particular protocols can render the cryptographic functions
insecure (an example is the security protocol WEP used in IEEE 802.11 WLANSs, which
uses the perfectly secure RC4 symmetric-key cipher in such a way that symmetries in the
usage of RC4 allow calculating the symmetric key [57]).

3.3 Implementing E-Voting Systems

Various e-voting systems are in operation today in many parts of the world. Some of
them were developed by specialized companies and are available as commercial products,
while others are customized solutions for individual operators. In Switzerland, for exam-
ple, the system deployed in Neuchatel is a commercial product from a vendor in Spain,
while the existing systems in Ziirich and Geneva are individual developments. A com-
prehensive, world-spanning overview of the pilots and test runs is available through the
E-Voting Database,” which is maintained by the Competence Center for Electronic Voting
and Participation in Austria. Note that there is also a huge private market for e-voting
systems beyond the public sector of political elections.

From an academic point of view, e-voting systems should always be built on top of one
of the most sophisticated protocols from the e-voting literature (see Subsection3.1). The
idea is to achieve the core security requirements intrinsically as specific properties of
the protocol, i.e., without relying on too many defeasible assumptions. Another general
requirement, which is often mentioned in academic discussions on e-voting, is to provide
a maximum level of transparency and openness. There is even some private movements
which promote publicly owned and administered voting systems based on open-source
software.' They argue that transparency and openness are the key principles to guarantee
citizen’s confidence in the electoral process [3; 34]. Note that most of the operational
systems deployed for legally binding elections are either not very transparent or are known
to be based on none of the latest protocols from the e-voting literature.

Along with the development of commercial and individual e-voting solutions, there is
a number a prototype implementations of some of the most well-known protocols. Most
notably, there are several implementations of blind signature schemes based on the original
protocol from [22] (see Subsection 3.1). One of the first and most-cited prototype systems
is SENSUS, which has been implemented and tested at the Washington University [19].
Similar implementations are EvoX, which has been used for campus-wide elections at
the MIT [21; 28], and VOTOPIA, which has been built for the FIFA WorldCup 2002 in
Korea/Japan to select the top 10 most valuable players and the best goal keepers [33].

"See project web site at http://www.cl.cam.ac.uk/research/hvg/Tsabelle.
8See project web site at http://pvs.csl.sri.com.

9To access the database, go to http://db.e-voting.cc.

0For example, see http://www.openvotingconsortium.org.
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More recent implementations of the same type of blind-signature based protocols are REVS
[31], SEAS [4], and one without a particular name [2]. Recently, the protocol proposed in
[49] has been implemented as a Bachelor thesis at the Bern University of Applied Sciences
under the supervision of one of the applicants [1]. There are also various prototype and
commercial implementations of schemes based on anonymous channels (e.g. VoteHere
VHTi,'! ScyTr PNYx [50], or SUREVOTE!?) or homomorphic encryption (e.g. ADDER
[32] or CYBERVOTE!?).

Beside the efforts of building prototype systems as part of academic research projects,
there are also some movements towards the standardisation of general technical means for
e-voting processes. The most prominent advances of that kind is the specification of the
FElection Markup Language (EML). This is a XML-based OASIS standard for exchanging
various types of election-related events during nomination, voter registration, voting, and
counting [8]. EML is based on a high-level definition of the entire electoral process, and is
thus not tied to a specific protocol or a particular type of underlying network. In addition
to such standardisation attempts, there is also a number of initiatives which try to provide
reference implementations of e-voting systems as open-source software. One of them is
the EMv2003 project of the Open Voting Consortium.'* Note that EMV2003 is not
based on any of the voting-oriented cryptographic primitives mentioned in Subsection 3.1.
Other systems that fall into this categorie of free non-academic software are CIVS'> and
GNU.FREE.'¢

In addition to the above attempts of implementing secure and robust e-voting systems,
there is also a number of very general security issues, which become particularly important
in e-voting applications. One of them is the so-called secure platform problem, which refers
to the problem of protecting an inherently insecure client-side platform against malicious
software and corresponding attacks [24]. In remote e-voting over the internet, this type
of vulnerability is always a major concern. To overcome this problem, specific techniques
such as code voting have been suggested [27; 47]. A more general solution would be to
employ a trusted computing environment, as suggested in [51].

Other general security issues, e.g. voter authentication or channel confidentiality, are typ-
ically solved using common cryptographic techniques (encryption, certificates, PKI, hash
functions, etc.) and corresponding technologies (AES, SSL, X.509, etc.), or with common
practices (PIN/TAN, CAPTCHA, biometrics, etc.).

3.4 Analysing E-Voting Systems

For a given implementation of an e-voting system, the immediate question is whether all
its component are such that the overall security of the system is guaranteed. Note that
analyzing an implemented system ist quite different from verifying its underlying protocol
(see Subsection 3.2). In computer security, a typical approach for such an analysis is to
define a threat model, which defines a set of possible attacks to consider. A detailed threat

HSee project web site at http://www.votehere.net/old/vhti.php.
12See project web site at http://www.surevote.com.

13See project web site at http://www.eucybervote.org

14See project web site at http://evm2003.sourceforge.net.

15See project web site at http://www.cs.cornell.edu/andru/civs.html.
16See project web site at http://www.j-dom.org/users/re.html.
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model specifies for each possible attack the probability of the attack to happen and the
potential damage. The model can then be used to evaluate to overall risk of using system
or to locate its weaknesses. T'wo of the most prominent formal threat modeling techniques
are the attack trees and attack graphs, but there are also less formal approaches such as
the Common Criteria standard.

Attack Trees: Attack trees are a graphical means for the investigation of the security of a
computer system [52; 54]. An attack tree consists of one root, leaves, and children.
From the bottom up, child nodes are conditions which must be satisfied to make
the direct parent node true; when the root is satisfied, the attack is complete. Each
node may be satisfied only by its direct child nodes. Note that attack trees can
become largely complex, especially when dealing with specific attacks. A full attack
tree may contain hundreds or thousands of different paths all leading to completion
of the attack. Even so, these trees are very useful for determining what threats exist
and how to deal with them.

Attack Graphs: An attack graph is a set of actions that increase an adversaries capabil-
ities [56; 60]. The graph can focus on whether a certain set of initial capabilities
can eventually lead to some critical capability. The graph can focus on the extent
to which an adversary can penetrate a network given an initial set of capbilities.
Traditional graphed-based analyses can be applied to identify optimal changes to
the network.

Common Criteria: The Common Criteria (CC) is an international standard for infor-
mation technology security evaluation.!” The CC provides a framework for users to
specify their security requirements in a so called protection profile, for manufacturers
to make claims about the security properties of their products, and for testing lab-
oratories to evaluate the products. Based on the evaluation report the certification
authority can decide whether the company gets a certificate for its product.

In the e-voting literature, papers on security analysis based on threat models are still
very rare. One of the few general security optimization method is called EVSSO (E-
Voting System Sycurity Optimization) [46]. It was developed to evaluate and measure
the security of e-voting systems. This method points out security flaws of an examined
system, shows its security optimization potential, and can be used to compare different
electronic voting systems. The methodology differs from other approaches insofar as it
is a holistic approach and takes the interdependencies of different aspects of the voting
system into account. It visualizes the security situation of an e-voting system in a clear
way and shows its potential for improvement.

Another very general approach is the application of the Common Criteria standard to
e-voting systems. The proposed method in [59] is based on a very detailed catalog of
e-voting-specific requirements, from which a corresponding CC protection profile has be
developed [26]. In [58], approaches of that kind are called tazonomy check-lists.

In a more specific study [39], multi-parameter attack trees have been used to compare
the security of two concrete e-voting systems: the Estonian e-voting system and the sys-
tem SERVE (Secure Electronic Registration and Voting Experiment) developed in the

17See project web site at http://www.commoncriteriaportal.org.
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USA.'® For proving the practical security of the systems, the approach is based on a very
detailed environment model, which includes society characteristics, security assumptions,
and properties of possible adversaries. Based on the underlying attack tree, it has been
shown the the Estonian system is much more resistant against large-scale attacks than
SERVE.

4 The Swiss Perspective

The Swiss government has repeatedly declared its strong commitment to its plan of intro-
ducing e-voting technologies in Switzerland, and has assigned the responsibility of super-
vising the cantons in their efforts of conducting pilot projects to the Federal Chancellery.
As the negative experience in the Netherlands has shown, it is a matter of utmost im-
portance for the future democratic processes in our country that these developments are
conducted in the right direction. This remark applies to the technological as well as the
political-juridical side of the issue. With respect to technological questions, it is impor-
tant that developers and operators of e-voting systems keep track of the latest findings in
academic research, and that these findings find their way into the deployed systems. For
this to happen, it is important to establish strong links between the persons and insti-
tutions in charge of introducing e-voting and researchers with the competence of judging
the relevance of those findings.

Of particular significance for future e-voting research in Switzerland is to give some special
attention to the particular constitutional, political, and legal situation. While the general
security requirements of an e-voting system are totally independent of the situation of a
particular country (see Subsection?2), it is possible that one or the other requirement is
less (or more) difficult to achieve within the given constraints in a particular country. The
following list gives some examples of such Swiss particularities:

e Postal voting is established and accepted (unlike e.g. France);
e Citizen do not receive digital IDs (unlike e.g. Estonia);
e Multiple significant parties are involved (unlike e.g. USA);

e Frequent initiatives and referenda require simple yes/no ballots (unlike most other
countries);

e Decentralized voter registers are administered by local municipalities (unlike many
other countries).

Some of these particularities may favor certain approaches or techniques. For eaxmple,
a multi-party system may help to remove the residual risk in a mixnet approach with
multiple trusted parties, whereas simple yes/no ballots in initiatives and referenda may
simplify the secure platform problem and are predestined for homomorphic voting schemes.

8SERVE was planned for deployment in the 2004 primary and general elections, but following the rec-
ommendation of a group of security experts, all the project activities were stopped beforehand [30].
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5 Conclusion

Switzerland is one of the most ambitious and most advanced countries in introducing
remote e-voting. For the long-term success for e-voting in Switzerland and abroad, it
is crucial to employ the highest possible security measures. The scenario of a successful
large-scale attack against real elections is threatening, it would shatter people’s confidence
in our democratic system at its core. While considerable research progress has been
achieved in designing and implementing secure e-voting systems, there is still no common
agreement on how the idea system should look like. This lack of consensus is a reason for
many academics to be skeptical with respect to the security offered e.g. by commercial
systems. As the negative e-voting experience in the Netherlands has demonstrated [37],
such skepticism is often more than legitimate.

Many security-critical commercial applications are widely accepted among users today.
But since there is a number of fundamental differences between e-commerce and e-voting
[30; 55], it is obviously a mistake to assume that just because commercial transactions
can be safely conducted over the internet, it is also possible to cast votes safely over
the internet using the same mechanisms. As there is still a number of open security
problems particularly related to remote e-voting, further theoretical and practical research
is necessary before further introducing e-voting systems in practice.
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