Verifiability of electronic voting:

between confidence and trust

Wolter Pieters

University of Twente
The Netherlands

University of Twente
The Netherlands

My background

» Masters computer science & philosophy of science,
technology and society (Twente)

e 2003-2007 PhD candidate, Security of Systems
group (Nijmegen), thesis on e-voting

» 2007-2008 policy officer Ministry of the Interior, e-
voting and travel documents

» 2008- postdoc information security (Twente)
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NEENEENEE, Pie Bulen WEBBEN we NeT
VERKCHT. WE HEBBEN HET NIEULISTE van

KIJK, NO HouPT O UL STEMBILET
N HET MIPPEN VooR DE KAST .
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The e-voting debate in the
Netherlands

Questions:
» How did the Dutch e-voting lose its trust?

e Too much trust in the first place?
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My thesis:

+ Due to the pressure group Wij Vertrouwen
Stemcomputers Niet, e-voting is now seen as really
different from paper voting

 Therefore, voting is now required to have trust rather
than confidence only: a decision must be made by
comparing the alternatives

» This by itself makes paper voting more attractive
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Confidence and trust
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chine, the machine prints outa paper ballot that contains
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develop votin

Wait a minute... do we wish to minimise or maximise
trust?

Confidence and trust

According to Niklas Luhmann, there are two modes of
self-assurance relations: confidence and trust

confidence trust

type of reliance | unconscious conscious

interpretation no perceived comparison of
alternatives alternatives

action no decision decision/choice

what scientists | minimise maximise
want
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» E-voting was never seen as a real alternative to paper voting, so
that trust was not required

e The pressure group Wij Vertrouwen Stemcomputers Niet made e-
voting an alternative, by explicitly drawing the distinction

history/
progress

alternatives

£av

Y

University of Twente
The Netherlands

in NL

» Comparing the alternatives required trust instead of confidence
only

» Paper voting is less easy to use (confidence), but easier to
understand and analyse (trust)

e The fact that e-voting is now seen as an alternative by itself
makes paper voting more attractive
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(Acceptable?) solution: build an indirect
trust relation for electronic voting:

voter — expert — voting system

Voter has confidence in expert; expert
trusts voting system
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Verifiability
» of the machines / software
— only experts involved

— may enable / require
participation of the voter
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Verifiability

* individual: voter can verify that her vote
IS included in the results

 universal: independent parties (possibly
voters) can verify that the result is
calculated correctly based on the
included votes
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Verifiability
» classical: mathematical proof of vote
inclusion / result calculation, without

revealing the contents of the individual
votes

e constructive: votes are witnesses of the
inclusion / calculation, may be repeated
by independent parties
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e Classical universal:
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e Constructive universal:

calcula
procedure
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« classical individual verifiability:
ballot box guarantees that vote is
included, but | can’t see which
vote is mine

 constructive universal verifiability:
recounts are possible based on
votes in ballot box
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Example 2: RIES

e constructive individual
verifiability: voter can verify for
which candidate her vote has
been counted

e constructive universal
verifiability: since votes can be
linked to candidates, anyone
can calculate the results from
the received votes
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Example 3: most scientific literature

« classical individual verifiability: voter can
obtain proof that her vote has been
included, but not for which candidate

« classical universal verifiability: servers
provide mathematical proof that they did
not change votes
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Verifiability and trust
» what value does mathematical proof

provide to voters?

» what about the secret ballot and
coercion-resistance?

* least invasive: classical individual
verifiability + constructive universal
verifiability (same as paper voting)

* no such system yet (even possible?)
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We still need to think how to do it!
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It looks like wou're trying to wvotel
Would you like me to finish it
for you®?
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