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Facts on voting in Norway 

• 3.800.000 in electoral roll 

• 64,5% turnout in the 2011 local elections 

• Elections every second year 

• Complex ballot 
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Evote 2011 project facts 

• In september 2011, remote Internet voting 
was piloted in 10 municipalities  

• 168.000 eligible voters (4,5% of population) 

• 30 days Internet voting period 

 

• Voters can cast multiple electronic votes, and 
cancel them by voting on paper 

 



Participating municipalities  
in the 2011 Internet voting pilot 
 

 
Electorate 168.000 
(4,5% of population) 
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Reasons for piloting Internet voting 
in Norway 

• Increasing availability for handicapped 
and expatriates 

• Proving quicker and more precise results 

• Meeting expectations of new 
generations of voters 

• Cost reduction (long term) 

 

Increased turn-out is not a short term 
goal! 
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Norwegian Internet voting 
challenges 

• Secrecy of the ballot is regarded an 
absolute requirement 

• The only real controversy around Internet 
voting has been the possibility of coercion / 
family voting 
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Premises for the Norwegian 
solution 

• Voting from standard computers – 
no extra equipment needed 

• Use of existing authentication 
infrastructure (MinID) 

• A government owned and operated 
system 

• Full transparency of process and 
solution 
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Procurement 

Some basic problems were not solved by 
commercial e-voting software: 

1. Client side insecurity 
2. Server problem («Bist du sicher, dass 

deine stimme richtig gezählt wird?») 
3. Transparency 

 

• Procurement was therefore done using 
«competitive dialogue» 

• Duration: 9 months from TED 
announcement to contract signing  
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Result of Procurement 

• Contract won by Scytl Electronic Voting 

• System basically built from scratch according to 
Norwegian specifications 

• Client side insecurity and the server problem 
«solved» by verifiability 

• Transparency: All bids and the entire source code 
is published online 

 

Without the competitive dialogue procurement, this 
would not have been achieved 
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System demonstration 



1) Navigate to evalg.stat.no 



2) Authenticate with MinID 



3) Choose your party 



4) View ballot 



4) Make ballot changes 



5) Check your electronic ballot 



6) Wait for vote to encrypt 



6) Wait for vote to encrypt 



7) Check your 
SMS return code 

Hi, Kirsti Bostrøm.  
Your vote at the municipal council 
election was received 09/08-11  
09:18:00.  
 
You voted for the party with 
code 0975. You gave 1 
personal votes and listed 4 
candidates from other parties.  
 
You should check your return 
code against your poll card. Call 
800 38 254 if the codes do not 
correspond. 



6) Compare SMS 
to poll card 

0975 

Golfpartiet 
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Client side insecurity 

23 

Electronic vote 

• Malicious software could change the vote 
content without the voter noticing 

Return code  

by SMS 

Polling card 

0975 Golf party: 0975 

Yoga party: 2151 

….. 

 

Vote  

database 
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Server problem 
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Counting 

• The counting software could be corrupt and 
change the result 

• An insider could possibly remove or add votes 

Election results 

Vote  

database 

Mathematical proofs 
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Norwegian verifiability 

Voter 

intended counted cast stored 

Election result 

Return Codes Mathematical proofs 

Verifiability of the  

entire vote life cycle 



Ministry of Local Government and Regional Development 

What does verifiability achieve? 

• For the voters and stakeholders: trust in the 
election system (and the election result) 

 

• For the authorities: 

• Confidence that a client side attack will be 
detected 

• Knowledge that storage, decrypting and 
counting is done correctly 
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When reality comes knocking: 
Implementation and testing 

• Implementation took 18 
months 

• Testing was complicated 
by strict security controls 

• Two separate data 
centers to manage 

• Configuration on 6 
laptops 
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Poll cards printing – near disaster 

• A configuration error lead to several parties 
not being printed on the poll cards 

• This was discovered hours before sendout 

• Re-calaculation of return codes and re-print 
of 168.000 poll cards in 3 days 

• Our calculation servers were in a crime scene 

• Overload in printing service  =>  human 
errors => printing errors 
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What happened with the misprinted 
poll cards? 

• 74 reports of wrong return code 

• Surprisingly, the affected voted did not lose 
trust in the system 

 

Will the return codes help discover a 
client side attack? 

• More than 75% reported to have checked 
the return codes against the poll card 

• Only a small percentage is needed to detect 
an attack 
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• The SMS only proves that the vote is 
cast, not that the vote is counted 

• If a vote (or the SMS) is observed, the 
voter can change it by casting a new one 

• The voter can even cast a paper vote – 
and all e-votes will be cancelled 

• A vote buyer will never know if the vote 
he bought was actually counted 

• Only the voter will know! 

 

 31 

Do the return codes enable vote 
buying? 



Key numbers from election 

# Internet votes  74% of advace votes were 
cast via Internet 

Max number of votes  cast by one 
voter: 

5 votes 
 

Multipe Internet voters 3,6 % of e-voters 

Internet ballots cancelled by paper 
ballots 

1,2 % of e-voters 
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External evaluation findings 

• High public trust, media coverage mainly positive 

• 92% of eligible voters had positive attitudes 
towards e-voting 

• High similarity in e-vote and p-vote results 

• Accessibility for blind and disabled voters was 
greatly improved 

• The Norwegian system complies to most 
international standards 

• Voter turnout did not increase significantly 

• Further pilots are needed to observe long-term 
democratic effect and possible coercion issues 
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Internet Turnout % by age (year of birth) 
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The road ahead for Internet voting 
in Norway 

• Next election is September 2013, but 
further pilots are still undecided 

 

• If more pilots are to be conducted, some 
areas should be improved slightly.. 

• The security model 

• The user interface 

• The poll cards printing procedure 
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Questions?  

 

ida.stenerud@krd.dep.no 

henrik.nore@krd.dep.no 

 

Thank you! 

mailto:Ida.stenerud@krd.dep.no
mailto:Henrik.nore@krd.dep.no
mailto:Henrik.nore@krd.dep.no
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Did we reach our goals? 

• Increasing availability for handicapped, 
expatriates, citizens on temporary stays abroad  

• Proving quicker and more precise results 

• Meeting expectations of new generations of 
voters 

• Cost reduction (long term) 
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• It’s easy to tailor a 
unique ballot  

• If all counted ballots 
are published, voters 
can identify own 
ballots 

• … and so can vote 
buyers 
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The Italian attack and universal 
verifiability 


